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What is a Classified Seat? NMCI
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. A classified seat is a seat that is connected to SIPRNET IAW following
DoD/DoN rules and regulations:

» PDS Guidebook (Navy/Marine Corps IA Pub 5239.22)

» Department of the Navy (DON) Information Security Program (ISP) Regulation
(SECNAVINST 5510.36)

» DoD Information Technology Security Certification and Accreditation Process
(DITSCAP) (DODINST 5200.40)

» Navy Information Assurance (IA) Program (OPNAVINST 5239.1B)

» Department of the Navy Physical Security (OPNAVINST 5530.14C)




Classified Seat Urban Legends and Myths NMCI
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The process for rolling Classified seats is the same as Unclassified seats.

» Classified seats bring their own set of rules, regulations, processes, policies, procedures, and deliverables that are
significantly more complex than unclassified seats.

There is no real policy for classified seats.

» The aforementioned DoD/DoN documentation and policies all apply to NMCI classified seats. There is no one single
document that coordinates and displays all existing DoD/DoN policies.

NMCI is imposing new requirements on classified seats.

» Under Navy direction, NMCI enforces existing policies and procedures across the Enterprise.

> There are no EDS policies to which the Navy is being required to adhere.

Classified seats are all about SIPRNET, C&A and PDS.

» While SIPRNET, C&A, and PDS are integral parts to the classified seat delivery process, they are not the
“whole enchilada”.




Classified Seat Truths NMC
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- All classified certifications must be complete prior to development
of C&A package and IATO issuance.

> Classified certifications are: OSS, CAA, CMS/EKMS, PDS
(approval/disapproval), PDS POA&M (if required).

. Certification & Accreditation is by definition “review and

acceptance of the risk”, which is the final piece of the classified
delivery process and cannot be completed until infrastructure is
completed and valid certifications are provided.

» Per Navy IA Pub 5239-13, C&A is the last event in the process prior to the system
becoming operational. The C&A package is the bulk of the effort and is built as the
process is in motion leading up to the critical path issue of review and risk acceptance
by the DAA.




Lessons Learned NMCI
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« Multiple process tasks can be run in parallel, not linearly.

» Original process schedule laid out end-to-end required 15+ months going from
survey to cutover; PDS construction timelines notwithstanding.

» EDS Classified Solution Product Management Team has compressed timeline
down to 9 months; PDS construction timelines notwithstanding.

« Customer needs to be involved from the beginning.

» Classified seat delivery is process intensive and working our way through this
process requires integration and coordination between the Command and EDS.

> Key Naval Personnel
- N6/Department Head or above
- Physical Security Officer
- Information System Security Manager (ISSM)

> Establish Echelon 2 ISSM oversight




\(/:\1222 il}/ilglées an Application NMCI

. Legacy Applications with a Secret classification
> Smallest percentage of Classified Legacy Applications

- Unclassified or FOUO Legacy Applications that become classified
Secret when populated with classified data

> A larger percentage of the Classified Legacy Applications

- Unclassified Legacy Applications running in a classified environment
> Most of the Classified Legacy Applications

O Secret

[0 Secret when
Populated

O Unclassified




EDS processes and procedures for Legacy Application are
the same for both the classified and unclassified testing.

The handling of material in the classified environment
must follow the DoD security requirements.

The Classified environment is connected to the SIPRNET,
all information, media, and data collected during this
testing must be handled in a secure manner.

The Command Security Manager must be involved in the
testing process and no information (data, information, or
media) will be transmitted (either electronically, postal
service, or other means) without the express approval of
the Command Security Manager.
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Management of Classified
Applications in ISF Tools




Information Assurance Data —
Not Allowed

- NETWARCOM approved the use of ISF Tools for the
management of classified applications, providing the
‘sensitive data’, the Information Assurance (IA) data, was
not entered. Associating the IA data to the classified
application was a security concern and would cause ISF
Tools to be considered a classified application.

To accommodate NETWARCOM's ruling, the Application
Deployment Solution (ADS) page used for entry of
LADRA/IA/DAA data was modified such that if the 1G-
Increment selected was the ‘Classified’ Increment, the IA
Update page for entering ports, protocols, boundaries, IP
addresses, etc., is disabled. The Simple/Complex choice
IS selectable, but the IA data entry page normally
presented for Complex applications is turned off for
classified applications.




Classified Applications NMCI
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. Applications which can be entered into ISF Tools

» Applications in which the name is not classified

» Unclassified or FOUO Legacy Applications that become classified when
populated with classified data

- Applications which cannot be entered into ISF Tools
> Legacy Applications with a Secret classification

» Applications in which the name is considered classified

> These applications use manual submission and tracking methods.

- Sites should download the Classified Legacy Application Rationalized List
template (a Microsoft Excel Spreadsheet) from the NMCI website.




Classified Applications In ISF
Tools

Classified applications will be entered into the same ISF
Tools application as unclassified applications.

Classified applications will be managed on the same
Command/UIC Rationalized Lists as the Command’s
unclassified applications.

The RFS for an unclassified application will be used for

the same application running classified, and vice versa.

The Information Assurance (IA) data entered during onsite
LADRA testing and deployment activities is disallowed
from being entered for classified applications.




View of Rationalized List Screen NMC

NAVY MARINE CORPS INTRAMNET

Search Criteria;

| pplication Long MNanme
{Acronym)
I[¥ersion]

coTsf Far RFS &
mm

Implementation Groups show up as “Classified”.
Here, we have one for the USN network and one for
the USMC network at MCAS Miramar.




The Classification Code

All applications in ISF Tools have a ‘Classification Code’.

> NIPRNET only
> SIPRNET only
> NIPRNET and SIPRNET

The Classification Code controls which Increment(s) of an
|G the application can be assigned to.

The Classification Code is an application attribute. It will
be the same value on all Rationalized Lists that include
the application. It can only be set or changed via the
Application Catalog page. If it is changed, all Rationalized
Lists that include the application will reflect the change.

For startup purposes, all existing applications were set to
‘NIPRNET only’.




Classification Status on
Application Record

—_ " My

ooy e Classification Code
s e Status selection.




Classification Codes —
As%sialnlrggﬁ?rll?ulgses NMCI
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- Therules for application to IG-Increment assignment are:

> ‘NIPRNET only’ applications
- Can be assigned to the Unclassified Increments
- Cannot be assigned to the Classified Increment
> ‘SIPRNET only’ applications
- Cannot be assigned to the Unclassified Increments
- Can be assigned to the Classified Increment

> ‘NIPRNET and SIPRNET’ applications
- Can be assigned to the Unclassified Increments
- Can be assigned to the Classified Increment




RFS'S —
Only One RFS Needed

. If the application already has an RFS in ISF Tools for the
Command for the unclassified increment(s), another RFS
does not need to be submitted.

When the application is assigned to the ‘Classified’
Increment, the RFS# and its AIT Certification information
follows the assignment. The RFS for an unclassified
application can be used for the Classified side, and vice
versa. There is no difference between an unclassified RFS
and a Classified RFS, they are the same one.

The ‘re-use’ of an unclassified RFS for the classified
Instance was a key strategy in the design.




Classification Code —
Change Rules

- The Classification Code value for an application can be
changed via the Application Catalog page, the rules are:

A.  ‘NIPRNET only’ can be changed to ‘NIPRNET and SIPRNET’
B. ‘NIPRNET and SIPRNET’ can be changed to ‘NIPRNET only’
c. ‘SIPRNET only’ cannot be changed

. For Rule B, once LADRA data has been recorded under
both unclassified and classified Increments, the

Classification Code cannot be changed unless the
application is un-assigned from the Classified
Increments that contain the LADRA data. Cases for
changing these values outside of what is allowed online
will be reviewed by FAM and NADTF on per application
basis (the ISF Tools System Admin or DBA will make the
change).
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AL o NMC

surch

Click on Application name for
Application Record view to view
Classification status.




Workbook Report and DAA Report NMCI
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« Workbook Report

> No changes were made to this report because it does not present IA data.

« DAA Report

> |A data is presented on the DAA Report, however, no changes were
made to it, because the IA data was disallowed from being entered for
classified applications on the ADS pages. The report shows blank
columns for this data. The Simple/Complex choice will be presented if it

was selected.
- There are no other reports that present IA data.




ISF Tools Summary

Classified applications are managed by the same ISF
Tools web application as unclassified applications.

Classified applications are managed via the ‘Classified
Increment’ of an Implementation Group.

The ‘Classification Code’ of an application controls which
Increments of an IG an application can be assigned to.

RFS’'s are shared between the ‘unclassified’ and
‘Classified’ Increments. Thereis no need to submit two.

Information Assurance (IA) data is disallowed from being
entered for applications assigned to the ‘Classified’
Increment.
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Testing Process Overview




Unclassified Rapid Certification
Phase Process




Phase Process




Site Preparation NMCI
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- Requirements:

> Secure facilities/storage
» Custody
> Personnel clearances

> All available security reference materials for EDS LADRA Site Solutions
Team

. Classified Test Seats

» Planning needs to be done for a secure test area for LDSD&T and
LADRA test seats

« SIPRNET access

> The site may need to provide SIPRNET access to the EDS team
members (when requested) for secure e-mail if needed.




ldentification and Rationalization NMCI
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< The site’s ISSM/ISSO is responsible for:

» ldentification of which applications can be in ISF Tools

» Distribution of media to local site test locations or to NMCI Classified Application
Test lab

» Verification of personnel and access to testing location

» Storage of Documentation and Media

> Review of site’s Classified Legacy Application Workbook if manual rationalization
process is being followed

. The site’s Classified Legacy Applications Workbook will be
created for those applications that cannot be entered into ISF

Tools

» Each application will be pre-assigned a CRFS number.

» The workbook will then be sent to the site by the EDS Classified Product Delivery
Analyst using the same handling that was used by the site.

» Sites will download and use the Classified RFS form for all classified application
submissions to EDS, and will use the pre-assigned CRFS number.

- The Classified Product Delivery Analyst will work with sites and provide NMCI
Certification/Validation status.




ldentification and Rationalization
(cont’d)

Sites will create Application Mapping (UTAM).
» Same process as followed in Unclassified Rapid Process

Sites will identify peripherals, associated drivers and
software.
> Same process as followed in Unclassified Rapid Process

Sites and EDS will participate in site-specific Workbook
Reconciliation meetings.




Collection NMCI
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- The Collection process is a Government responsibility.

» Secure Handling procedures, Personnel Security Clearances, Custody,
and Storage are all factors that have to be addressed.

- Application media and supporting documentation must be

collected for submission to EDS as documented in the
LATG

. Classified legacy applications require the following:
» The completed RFS
» Media and License Validation
> Installation Instructions and Test Scripts

> Network Diagram (desktop-to-server connectivity)
> Test Plan




Media Submission
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Media Submission

Collection

]

Application
Identified,submitted
andapprovedafter
Cutover-90

Application
Cluarantined

Pre-
Deployment

CertificationBy

iati I
Association [+ eedbacl

RFS
MetworkDiadram
ConnectivityTest

h J

Initial

Assessment &

Testing
Decision

Associationor
newApp?

Deliverto
ISF Sh

Cutower-90

ISF & STEM
Reviewssite's
Submission

Caompleteness

For

1 site

MewApplicationfor
Certification

RFS

r

3 LITAR
Cn-siteor
AlTTesting?

MetworkDiagram
Installinstructions

Certificationtry

On-5ite
RFS# Media,
Installation
Instructions,

NetworkDiagram
hWedia
Installinstructions
FunctionTestFlan
Site
oA

lae—Feedback —

w2 Q3 07-23-03

Transition

Documents R

f

Simple

RF 5#,
TestPlan,

simpleor
cormplex?

Complex

RFS#,
Connectivity
TestPlan,
MetwarkDiagram

FunctionTestPlan,

MetworkDiagram

AlTLab
Fs#, Media,

L Installationinstruction s—m
MetworkDiagrarm,

FunctionTestRlan

b

Certification
Testing

—IncumpleteData,MediaurCIarificatiunRequired;




Testing Process
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Testing Flow — Part 1 NMCI
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Testing Flow — Part 2 NMCI
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Information Assurance NMCI
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. Classified NMCI Information Assurance (lA)

NO IA DATA IS RECORDED IN ISF TOOLS
Manual 1A data is recorded and maintained at the site

Process is mostly similar to the Unclassified IA process except for the
Boundary 2 and Boundary 3 (COI)

There is no B2 or B3 within the SIPRNET
- The Enterprise Boundary 1 (B1) and Boundary 4 (B4) or

Group Policy Object (GPO) are utilized in the Classified
NMCI architecture.




Classified Product Delivery Analyst NMCI
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. Paul Halpin is the Classified Product Delivery Analyst.

> Assists sites in the management of Manual Classified Workbooks
> NIPNET email address: paul.halpin@nmci-isf.com
> SIPRNET emall address: paul.halpin@nmci.navy.smil.mil




Distribution of Information NMCI
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» The address for sending classified media or classified information is:
Javier Berrellez (NMCI-ISF Security)
NAVCOMTELSTA — NMCI
Attn: NMCI Security Room 246
Bldg. 1482 Read Rd.
Naval Air Station North Island
San Diego, CA 92135




Q&A NMCCI
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- Any guestions or concerns can be addressed to

> Mike Osnowitz — mike.osnowitz@eds.com

> Steve Strull — steven.strull@eds.com

> Paul Halpin - paul.halpin@nmci-isf.com

> Javier Berrellez - javier.berrellez@nmci-isf.com
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Backup Slides
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